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Abstract

Cyber threat intelligence and analytical solutions,
such as those leveraging machine learning techniques,
can help organizations to perceive, reason, learn and
defend against sophisticated cyber attackers or
advanced persistent threat actors (e.g., nation states),
as well as facilitating the collection, preservation and
analysis of evidence (also referred to as cyber / digital
forensics) that may then be used to identify and
prosecute the perpetrators. However, given the
dynamic nature of the cyberthreat landscape, it is
important to keep pace and design innovative
solutions to mitigate the evolving threats. This is the
focus of the ‘Machine Learning and Cyber Threat
Intelligence and Analytics’ mini-track. In this
introduction article, we will describe the three
accepted papers contributed by researchers from
Universität Würzburg (Germany), Mayachitra Inc
(United States), U.S. Naval Research Laboratory
(United States), Sam Houston State University (United
States), University of Nebraska Omaha (United
States), and University of South Alabama (United
States).

The importance of cyber threat intelligence in our
digitalized society is also partly evidenced by the
interest in this mini-track, since it was first introduced
in HICSS 2018 ([3], [4], [5]).
In this year, we accepted three papers contributed
by researchers from Universität Würzburg (Germany),
Mayachitra Inc (United States), U.S. Naval Research
Laboratory (United States), Sam Houston State
University (United States), University of Nebraska
Omaha (United States), and University of South
Alabama (United States).
The three accepted papers are as follows:
(1) A Meta-Model for Real-Time Fraud
Detection in ERP Systems, by Anna Fuchs,
Kevin Fuchs, Fabian Gwinner, and Axel
Winkelmann
(2) Malware Detection Using Frequency
Domain-Based Image Visualization and
Deep Learning, by Tajuddin Manhar
Mohammed, Lakshmanan Nataraj, Satish
Chikkagoudar, Shivkumar Chandrasekaran,
and B.S. Manjunath
(3) Deception Detection Using Machine
Learning, by Alberto Alejandro Ceballos
Delgado, William Glisson, Narasimha
Shashidhar, Jeffrey McDonald, George
Grispos, and Ryan Benton

1. Introduction
Cyber security remains one of the top policy and
national security agenda items in U.S., and many
technologically advanced nations such as the other
four Five Eyes nations (i.e., Australia, Canada, New
Zealand, and the United Kingdom). For example,
Cyber and Technical Operations is listed as one of the
five strategic objectives / critical areas in the recently
released National Counterintelligence Strategy of the
United States of America, 2020-2022 [1]. The
Australian Government has also recently committed in
their cyber security strategy 2020 to “invest $1.67
billion over 10 years to achieve [the] vision of creating
a more secure online world for Australians, their
businesses and the essential services upon which we
all depend” [2].
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2. Concluding Remarks
In addition to the topics discussed in these three
accepted papers, there are several other topics of
relevance and importance our cyber and national
security conversation, such as the following:
•
•
•

Blockchain and its application in cyber security
Detection and analysis of advanced threat actors
tactics, techniques and procedures
Application of machine / deep learning tools and
techniques in cyber threat intelligence
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•
•
•
•

•
•
•
•
•
•
•
•

Theories and models for detection and analysis of
advanced persistent threats
Automated and smart tools for collection,
preservation and analysis of digital evidences
Threat intelligence techniques for constructing,
detecting, and reacting to advanced intrusion
campaigns
Applying machine / deep learning tools and
techniques for malware analysis and fighting
against malicious cyber activities (e.g., cyber
crime)
Intelligent incident response tools, techniques and
procedures for contemporary technologies, such
as cloud and cyber-physical systems
Intelligent analysis of different types of data
collected from different layers of network security
solutions
Threat intelligence in cyber security domain
utilizing big data solutions such as Hadoop
Intelligent methods to manage, share, and receive
logs and data relevant to variety of adversary
groups
Interpretation of cyber threat and forensic data
utilizing intelligent data analysis techniques
Infer intelligence of existing cyber security data
generated by different monitoring and defense
solutions
Automated and intelligent methods for adversary
profiling
Automated integration of analyzed data within
incident response and cyber forensics capabilities
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